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1.
Discussion
SA2 agreed CR #2380 TS 23.501 ( S2-2004454) that when the registration attempt is rejected due to CAG related reasons, the AMF should send the CAG information list to the UE so that the UE does not take action itself to delete the CAG IDs from the list, instead just replace the existing list with the new list.

This mechanism will work well with genuine networks as the UE will receive the updated CAG information list from the network and UE can take appropriate decision based on the latest CAG information list. 
For the man in the middle attack, the CR also solves the problem of unwantedly deleting the elements from the allowed CAG list as the UE will just replace the old list with the new list that is received in the registration reject message. 

However there is another problem that the UE will go into a loop of registration attempts and never succeed. 

Assume the following case:

a) A UE has an allowed CAG list of CAG 1, CAG 2 and CAG 3.

b) A genuine gNB supports CAG 4.

c) A false base station acts as a man-in-the-middle between the UE and the genuine gNB.

d) The false base station broadcasts that it supports CAG 1 and CAG 2.

e) Then, the UE will try to access the genuine gNB via the false base station.

f) gNodeB will send the CAG ID of the serving CAG cell as CAG 4 to AMF.

g) AMF checks if CAG 4 is in the Allowed CAG list and the registration request will be rejected by AMF by cause #76 and the AMF will send a new CAG information list and most possibly with the same allowed CAG list.

h) UE will have the same allowed CAG list and since the cell reselection conditions have not changed, UE will still remain on the same CAG cells ( from the FBS) and attempt registration again and the same cycle will be repeated.  

OBSERVATION : The UE and AMF will go into a loop of registration requests and rejects. 
2
Proposal

It is proposed to send a LS to SA2 and CT1 to resolve the loop registration issue.


